The concept of cloud computing has arisen thanks to academic work in the fields of utility computing, distributed computing, virtualisation, and web 
Introduction
Recent times have seen a sudden increase in the number of organisations adopting cloud computing; indeed, this growth has brought about a 21st-century computing paradigm. As a type of information technology, the cloud includes a number of internetbased commercial applications; these applications exist because of today's greater bandwidth, thus giving present-day users the chance to exploit the advantages offered by top-quality data services and application software. Being scalable in nature, cloud computing takes advantage of virtualisation to spread resources. For those who use the cloud, of particular importance is a resource base that houses numerous IT resources, the purpose of which is to distribute computing assignments that necessitate a substantial amount of processing capability. Surfers of the Web can easily earmark online storage space, which they can then use to safely store their data; indeed, they can also gain access to IT resources which they can employ to manage and sort their information according to their requirements. This paper builds on work which was originally presented at the IEEE International Conference on Smart Cloud 2016 [1] .
Cloud computing itself gives rise to a number of security issues linked to resource scheduling, databases, virtualisation, load balancing and networks [2] . Numerous organisations are of the opinion that moving their sensitive data to central datacentres is fraught with danger. This scepticism stems from the fact that the management staff in charge of these datacentres might not be trustworthy [3] . Switching databases to a datacentre involves many security-related obstacles, e.g. access control issues, virtualisation vulnerability, integrity and confidentiality [4] .
Among the most vital elements of cloud computing is virtualisation, which minimises the cost of hardware and supports techniques used for saving energy [4] . Virtualisation can be broken down into three types: application level virtualisation, operating system level virtualisation, and Virtual Machine Monitor (VMM) 4, 44-50 (2017) www.astesj.com or hypervisor level virtualisation [5] . When one real-life machine is used to run two different virtual machines, this might affect data security, as these machines are not completely separated by the virtualisation. Moreover, the Virtual Machine Monitor, or hypervisor, has control, but not complete control, over the host and its operating system (OS) [6] .
Among the most important elements of cloud computing is multi-tenancy. Indeed, while this is thought to be one of the most beneficial components of cloud computing, it nevertheless poses a threat to security, due to the fact that it spreads infrastructure resources across different customers [7] . The hardware layer of cloud computing contains no absolute separation, and thus various breaches can materialise, such as unauthorised viewing, data leakage, and theft of sensitive or confidential data [8] .
Previous studies have put forth a security framework which can be used to protect the Virtual Machine (VM) image in cloud computing [1] . The present paper details exactly how the conceptual framework has been confirmed through interviews with experts in the field of cloud security. Indeed, this paper is broken down into the following sections: Section 2 summarises the concept of cloud computing, Section 3 explores concerns related to cloud security, Section 4 examines related work, Section 5 details the research methodology used, Section 6 presents the results and findings of the research, which are subsequently discussed in Section 7, and Section 8 puts forth conclusions and outlines plans for additional work in the future.
Cloud Computing
Recent times have witnessed the rapid development of hardware, the introduction of distributed computing, and the tremendous success of internet technologies. All of these factors have made computing resources more powerful, cheaper and more readily available than ever before [9] . Current developments in hardware and software have ushered in a new computing model called cloud computing. In the cloud, computing resources are delivered to the users as services, just like public utilities. Consumers of these resources can contract for the services based on their needs, while the services can be scaled up or down as necessary. The National Institute of Standards and Technology (NIST) defines cloud computing as "a model for enabling convenient, on-demand network access to a shared pool of configurable computing resources (e.g., networks, servers, storage, applications, and services) that can be rapidly provisioned and released with minimal management effort or service provider interaction" [10] .
Cloud Security Issues
As concluded by the NIST, security is the primary concern when it comes to delays in adopting cloud computing [11] . This is because cloud computing has certain vulnerabilities which can potentially affect the major foundations of information security. These vulnerabilities are essentially weak points of the system that could be taken advantage of by someone attempting to infiltrate the cloud. Indeed, with the right tools, a person could gain illegal access to these resources. When talking about a threat, the basic premise is that an attacker could use unlawful means to gain access to such resources [12] . Figure 1 summarises safety and security concerns which are found in different areas of cloud computing. When it comes to virtualisation, resources can be grouped together or spread throughout numerous environments, namely Virtual Machines (VM). A VM is defined as "A way of making a physical computer function as if it were two or more computers where each non-physical or virtualized computer (machine) is provided with the same basic architecture as that of a generic physical computer.
Virtualization technology therefore allows the installation of an operating system on hardware that does not really exist" [14] . An OS is hosted by the VM [15] , with the former representing the virtualisation element which makes it possible for a guest OS to run on a host computer [13] .
A very handy feature of cloud computing, multi-tenancy can be defined as "a property of a system where multiple customers, so-called tenants, transparently share the system's resources, such as services, applications, databases, or hardware, with the aim of lowering costs, while still being able to exclusively configure the system to the needs of the tenant" [16] . Multi-tenancy can be broken down into two categories: multiple instance and native multi-tenancy. With regards multiple instance tenancy, each tenant benefits from the services of a dedicated application instance from a shared OS, hardware and middleware server in a hosted environment. However, in relation to native multi-tenancy, one instance of a program can provide service to several tenants across numerous hosting resources. When looking at the Software as a Service (SaaS) model, it is clear that multi-tenancy can be linked to four varied software layers: the virtual layer, the application layer, the OS layer, and the middleware layer [17] .
With regards a multi-tenancy virtualised environment, every user is assigned a VM that plays host to a guest OS. It is possible that VMs belonging to different users will have identical real-life resources as a result of resource pooling. The purpose of the VMM is to orchestrate the VMs and makes it possible for the numerous OS instances to function on the same physical hardware [18] . With regards the multi-tenancy virtualised environment, certain security elements have come into focus, such as VM isolation, which pertains to guaranteeing that VMs that function on identical physical hardware are kept apart from one another.
VMs may be transported (migrated) to various real-life hostsa move which often occurs because of maintenance, load balancing, and fault tolerance. It is possible that a VM which has been transported may be infiltrated by an attacker and redistributed to an infected VMM or unsteady server [19] . If essential, it is possible to roll back VMs to a former state. This facility gives the user a great deal of flexibility, but also gives rise to security concerns; this is because, when it happens, the result may be a VM being exposed once more to a vulnerability that had previously been resolved [12] . In addition, it is plausible for a VM to escape from the control of the VVM. This kind of VM can give an attacker the ability to access additional VMs in the same hardware, or disable the VMM altogether [20] . Another issue, known as VM sprawl, comes about when numerous VMs are being hosted by a system, but the majority of said VMs are serving no purpose. This situation can lead to a significant waste of the resources found within the host machine [21] .
Among the most common threats to the security of the cloud is VM image sharing, simply because the image represents the initial state for new VM instances [18] . Taking into consideration both confidentiality and integrity is vital if the VM image is to be secured; this is due to the fact that, if an attacker can gain unauthorised access and is malicious, then said attacker can delete, modify, and alter administrator passwords, or formulate malicious VM instances. Another risk which certainly exists is noncompliance and running unlicensed software [5] .
Related Work
It is certainly true that virtualisation is vital when it comes to cloud computing; however, it is also accompanied by various security concerns. Of these issues, one of the most important is VM image sharing, simply because the VM image is used to initialise new VMs. Numerous studies have focused on ways in which to secure the VM image. The Image Management System (IMS) addresses four security requirements: outdated software detection, access control, left owners' data removal, and malware protection. With this said, however, no attention is paid to privacy and integrity [22] . The Encrypted Virtual Disk Images in Cloud (EVDIC) tool looks at integrity, privacy, and access control; it does so by means of encrypting the VM image when it finishes. However, it is unable to detect outdated software or leftover owners' data removal [24] . Among other techniques to have been proposed are those used to check for software updates in the VM image [24, 25, 26] . These techniques are specifically utilised to search for software updates in the VM image, but do not take into account additional security requirements. Of these past studies, none have addressed every single security requirement necessary to safeguard the VM image in cloud computing. Hence, there is the need for a new method with which to secure all elements of the cloud-based VM image.
Research Methodology
This section describes the research methodology which was used to confirm the framework and identify additional requirements which are necessary in order to secure cloud computing VM images, as shown in [1] . The initial framework, shown in Figure 2 , was derived from the literature review. A review by cloud security experts was carried out to explore the proposed framework and establish if any security requirements are missing.
The method used was an expert review, which is a qualitative approach. This form of research is used to gain an understanding of underlying reasons, opinions and motivations in the research area. It does not use statistical procedures or other means of quantification [27] . For this work, interviews were conducted with people who have in-depth knowledge of the subject under study [28] , although the method can also use group discussions or video conferencing. This use of interviews permits the collection of valid and reliable data that are relevant to the research and its objectives [29] . The sample size requirements are based on an heuristic evaluation, which often uses between three and five experts [30] .
In order to achieve the aims of the present study, interviews were carried out with a total of eight UK-based experts in the field of cloud security. The semi-structured interviews consisted of a set of questions that had been prepared in advance. The use of semi-structured interviews means that, by also employing an exploratory study, it is possible to understand the exact nature of the topic at hand [31] . All of the respondents were selected as a result of their expertise in the area under study.
Pilot-testing for the interview questions involved three security research fellows at the University of Southampton. Following this pre-test, the decision was taken to ask the respondents open questions regarding the importance of every security requirement and framework factor; this choice was a reversal of the original plan to have respondents fill out a table indicating the importance of said requirements and factors [28, 29] . Throughout the interviews, experts were expected to respond in their own words, with no possible answers suggested by the interviewer [33] . Interviews either took the form of face-to-face interaction, or online Skype calls [34] ; said interviews were recorded using an audio recorder or by means of manual note-taking.
Prior to commencing the interviews, every expert was required to sign a consent form after thoroughly reviewing the participant information sheet, which presented all the necessary information, including the terms and conditions of the research [32] . This study was approved by The University of Southampton Ethics Committee (reference number 22876). 
Results and findings
The results are divided into two sections: Demographic Information and Qualitative Data.
Demographic Information
The data were collected from eight cloud security experts in the United Kingdom, all of whom were from different organisations.
All the interviewees had at least three years' experience dealing with cloud security and virtualisation issues, and thus all had the ability to understand and explain current security situations and trends. The interviews were conducted either face-to-face or via Skype video conferencing [34] between July and December 2016. The audio conferencing was recorded using the QuickTime recorder application. Face-to-face interviews were recorded using the Apple voice memory application. Details of the experts used in this study are presented in Table 1 . 
Qualitative Data
The purpose of the expert interviews was to review the identified security requirements and establish if there are more security requirements not included in the framework. Before interview questions were asked, each expert was given a brief background of the research area and the aim of the study. After the research had been outlined, five open-ended question were put to the experts [35] . The first question asked the cloud security experts about the importance of the identified security requirements. The experts gave an opinion about each of the requirements based on their expertise in the field. With regards the next question, the identified security requirements were defined according to the context of the study. The experts were asked to explain the security requirements in the context of securing the VM image. In the subsequent questions, they were asked whether there are more security requirements not mentioned in the framework and how they felt about the possibility of overlap or related factors. Finally, the experts were asked if they have any other methodologies or approaches to secure the VM image.
Most of the experts felt that the security requirements identified in the framework are essential when it comes to securing the VM image in cloud computing. The identified security requirements are: privacy, integrity, availability, accountability, regulatory compliance, encryption, authorisation, authentication, out-dated software detection, malware protection, left owner' data removal, auditing and trust. However, Expert B felt that regulatory compliance is irrelevant to the designed framework, while Expert D opined that privacy and trust are not necessary when it comes to securing the VM image.
Some of the experts did not agree fully with the definitions of the security requirements that are discussed in [1] , and added additional details to the definitions. Most of the interviewed experts agreed with the provided definition of privacy. However, Experts B, D and E only partially agreed with this definition and added more details. Expert B was of the opinion that privacy is related to the data rather than the VM image itself. He stated that "Privacy is about saved data not the VM image. The VM image should be securely built". Moreover, Expert D believed that building a secure layer is sufficient to ensure the required security for the VM image. He said that "Privacy is the layer where you define or set policies to secure the VM image". In contrast, Expert E thought that different mechanisms, such as regulatory compliance, are required to achieve privacy. He opined that "There are other mechanisms used to ensure privacy like regulatory compliance".
The majority of the experts agreed with the provided definition of auditing. However, Experts A and C only agreed partially with this definition. Expert A believed that auditing is about keeping track of the client's access usage. He said, "Auditing is about recording the usage/access of the user to the VM image". Expert C thought that auditing is related to storing processes that are performed by the client during the access session to understand what is happening in the system. He stated that "Audit is taking a review of a system and an ongoing process to find out what is happening to something".
All the interviewed experts agreed with the provided definition of accountability and regulatory compliance. However, Expert E felt that internal compliance is essential and should be considered. He posited that "Internal compliance to reach a set of standards can also be considered". In contrast, Expert B believed that regulatory compliance indirectly affects the security of VM. He was of the opinion that keeping the operating system and anti-virus up-to-date is necessary to ensure the regulatory compliance of the VM image. He stated that "Regulatory compliance does not directly refer to VM image but, it does so indirectly as it requires Operating System and anti-virus to be to up-to-date".
Most of the experts agreed with the provided definition of encryption. However, Expert G only agreed partially with the definition. He felt that authorised devices also needed to be considered. All the interviewed experts agreed completely with the provided definitions of authentication, integrity and availability. They felt that there is no need for more details related to its definition. Most of the interviewed experts agreed with the provided definition of authorisation. However, Expert A disagreed. He felt that setting the appropriate policies is the essential element when it comes to ensuring efficient authorisation. He stated that "Administrator typically sets the policies. They define the policies for authorisation but, the process of the authorisation is automated as it is a large complicated process". Moreover, Expert G believed that authorisation is an automated process, thus meaning that the administrator is not dealing with checking users' rights. He stated that "Authorisation is usually driven out of permissions assigned to users or groups, not by administrations checking customers' right". Many of the experts agreed with the provided definition of out-dated software detection. Conversely, Expert G disagreed with this definition to some extent. He asked, "What about the software version of the virtual hardware in the VM image itself?". Expert A also disagreed with this definition. He believed that the software update should be against the versions of that particular software. Most of the experts supported the provided definition of malware protection. With this said, however, Expert A only agreed with this definition to a certain extent, adding that malware should be detected, blocked and then removed from the VM image. Moreover, Expert E disagreed, to some extent, with this definition, but added that "It is a protective measure for detection, not a user removal. Proactive protection as well as reactive".
The majority of the experts agreed with the provided definition of left-over data removal. However, Expert A mentioned that personal data needed to be destroyed. Many of the interviewed experts supported the definition of trust. However, Expert A disagreed, to some extent, with this definition, though he mentioned that trust is all about confidence and assurance in using the VM image. He also mentioned that integrity of the VM image is important and thus the VM image should not include bugs, defects or malware.
After conducting the interviews with the cloud security experts, the security requirements were reviewed and updated based on the context for securing the VM image in cloud computing. The definitions with which the interviewed experts agreed (as shown in Figure 3 ), are listed below:
• Privacy: Refers to a set of policies that is used mainly for securing the data within the VM image [36] , and these policies must ensure that regulatory compliance is taken into consideration.
• Auditing: Relates to recording the usage or access of authorised users to VM image resources, which helps to secure the VM image. Audit is the systematic security review of the information related to an organisation and how well it conforms to a set of criteria [37] .
• Accountability: This is a measure of the amount of information an authorised customer is using during his/her session. This includes the quantity of data and time which is used to set authorisation control [38] .
• Regulatory compliance: This refers to conformity to rules such as policy, law, and specifications relevant to the business while an organisation is working on the goal they wish to achieve. Regulatory compliance sometimes does not refer to the VM image itself, although it does refer to the operating system and the need for anti-virus measures to be kept up to date. Internally, it represents the set of polices specific to the organisation or the project [39] .
• Encryption: A technique used to secure the shared data used by authorised users and authorised devices in a shared environment. In information systems, encryption is achieved by converting the data to a form that can only be understood by authorised people [40] .
• Authentication: The process of identifying the customer as one authorised to use the cloud service. This is achieved by comparing the file of authorised users' information in the database with credentials provided by the user [41] .
• Authorisation: This refers to the set of polices assigned by the administrator, while the implementation of these polices is automated [42] .
• Outdated software detection: Is the comparison of software updates against the set of software versions within the VM image [18] .
• Malware protection: Is a protective measure to detect, block and remove malware from the VM image. It includes proactive as well as reactive protection [26] .
• Leftover owner's data removal: A technique used to promptly remove authentication details, as well as personal and private data from the VM image [22] .
• Trust: Is the confidence and assurance of using the VM image, which belongs to a certain provider. In reality, it is the confidence and assurance in the provider who provides the VM image. The integrity of the VM image is important, and so the VM image should not include bugs, defects or malware [43] .
• Integrity: This means that information remains unaltered while it is stored or being transmitted, and can only be modified and deleted by authorised users [44] .
• Availability: Availability means that information must be available when it is needed. Systems with high availability allow access to data all the time and prevent service disruptions due to hardware failure, system upgrades, power outages, power failure, and operating system or application problems [45] . All the experts agreed that the security framework designed to secure the VM image in cloud computing is comprehensive, with none of them adding more security requirements. Regarding overlaps between the security requirements and other approaches to securing the VM image, the majority of the experts did not identify overlaps between the provided security requirements. However, Expert G suggested that auditing could be substituted for accountability. Moreover, Expert D suggested that accountability is part of regulatory compliance, and so accountability can be removed.
Discussion
The experts reviewed the proposed framework in order to assess the importance of its factors. The majority of experts felt that the identified security requirements are important. A thematic analysis was used to examine themes within the interview results. According to the theme coding, the proposed framework factors are considered important when it comes to securing the VM image in cloud computing. 
Security Framework

Authoriz ation
Expert B felt that regulatory compliance is not necessary to secure the VM image in cloud computing. However, regulatory compliance is one of the cloud control matrix components published by cloud security alliance [46] , and for this reason regulatory compliance will be retained in the framework. Expert D argued that privacy is not important, although Mazhar et al. [18] identified privacy as an important requirement when it comes to securing the VM image in cloud computing. Therefore, privacy will also be retained in the framework. Similarly, although Expert D claimed that trust is ineffective in terms of securing the VM image in cloud computing, it is one of the cloud control matrix components published by cloud security alliance [46] , and so trust is also retained in the framework. Regarding the overlap between the provided security requirements, there was no unified opinion among the experts in terms of whether there are overlaps between the proposed frameworks of the security requirements. Hence, none of the security requirements can be merged.
8
Conclusion and Future Work
As a brand-new processing paradigm, cloud computing leads to greater efficiency, minimised cost, and gives organisations round-the-clock access to a communal collection of resources and services; moreover, little is required in the way of management. In terms of elements which stand in the way of the adoption of cloud computing, security is one of the main hindrances; this is due to the fact that end-users' data are kept on the server(s) of the service provider. Discussion related to security issues has also taken into consideration the various cloud layers, with every layer accompanied by its own security problems. Of particular interest here is the virtualisation layer; indeed, the issues originating from this layer are among the most significant problems affecting the security of both the application layer and the data storage layer. As such, this study has put forth a framework focused on VM image security; the aim of this framework is to protect the VM image itself. Expert interviews were conducted in order to achieve the aims of this study; interviewees were experts in the field of cloud security. These interviews demonstrated that the theoretical security framework is sufficient to protect the VM image in cloud computing. Future work will involve questionnaires being distributed to cloud practitioners so as to further confirm the merits of the framework.
